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1 PLC 4E NTP & 3 is

1.1 ARG

8 PLC 24 NTP B oy, {8 Windows R4t PC {E 2 NTP iR ds 2%, BAMEfE 3K

PERRCA IR »

1.1.1PLC
ARAEF: X20CP1381
AS JAS: AS V4.10.2.37
Runtime fx4<: B4. 82

1.1.2 Windows:

Edition Windows 10 Enterprise

Version 22H2

Installed on 2021/3/25

0S build 19045. 2965

Experience Windows Feature Experience Pack 1000.19041. 1000.0

1.2 WiAAAE

1.2.1 Windows &i& NTP Server

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

1.21.15%1
1 Run H%i N\ gpedit. msc
= Run
Opern:

gpedit.msc v

QK Cancel Browse...
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EFT I Local Group Policy Editor & HHY, #£% Computer Configuration-

Administrative Templates—System—Windows Time Service

= Local Group Policy Editor
File Action View Help
Lol ARalla (HETN 7 Hocl 4
1 PIN Complexity ~ || Windows Time Service
| Power Management .
= Select an item to view its description.  Setting State Comment
| Recovery ~
| Remote Assistance | Time Providers
| Remote Procedure Call =] Global Configuration Settings Enabled Mo
| Removable Storage Acces:
| Scripts
| Server Manager
| Service Control Manager S
| Shutdown
| Shutdown Options
| Storage Health
| Storage Sense
| System Restore
| Troubleshooting and Diagi
| Trusted Platform Module ¢
| User Profiles
5 All Settings
i, User Configuration v
< > Extended / Standard /
1 setting(s)
. . . L
F#TJF Global Configuration Settings, #% NN E
A Global Configuration Settings O >
Ei Global Configuration Settings S _ N
(O Not Configured Comment:
[®) Enabled
() Disabled
Supperted on: [ At |east Windows Server 2003 operating systems or Windows XP Professional
Options: Help:
" = # | | This policy setting allows you te specify Clock discipline and A
Updatelnterval 100 L General values for the Windows Time service (W32time) for
demain controllers including RODCs.
General Parameters
T e If this policy setting is enabled, W32time Service on target
IﬁmnounceFlags | - machines use the settings provided here. Otherwise, the service
T = on target machines use locally configured settings values.
EventlLogFlags |2 =
i i 0 = For more details on individual parameters, combinations of
LocalClockDispersion = parameter values as well as definitions of flags, see
T =1 https://go.micresoft.com,/fwlink/?linkid=247305,
MaxPolllnterval |10 = psi/fg / K
. = FrequencyCorrectRate
MinPollinterval |6 hd This parameter controls the rate at which the W32time corrects
ClockHoldoverberiod | 7800 = the Ioc@l clock's frequency. Lower values cause slowerl
corrections; larger values cause more frequent corrections,
RequireSecureTimeSyncRequests Default: 4 (scalar).
0 = HoldPeriod
w | | This parameter indicates how many consistent time samples the
< > client computer must receive in a series before subsequent time |,

1E Time Providers H#7JF Enable Windows NTP Server BC'HE, B N Enable
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=] Local Group Policy Editor

File Action

|

View Help
Bz EE T

>

R

<

W

=

Wiy

PIN Complexity

Power Management
Recovery

Remote Assistance
Remote Procedure Call

Scripts
Server Manager

Shutdown
Shutdown Options
Storage Health
Storage Sense
System Restore

User Profiles
Windows File Protection

Windows Time Service
1 Time Providers
Vindows Component

All Settings

GDRODOODRORRRRRRRERD O O

Removable Storage Acces:

Service Control Manager 5

Troubleshooting and Diagr
Trusted Platform Module £

| Tirme Providers

Select an item to view its description.

Setting State

\i=] Configure Windows NTP Client
|=| Enable Windows NTP Client

Mot configured
Mot configured

Comment

Mo
Mo

| = Enable Windows NTP Server Mot configured

Nol

Extended )( Standard/

3 setting(s)

VOB IR TP Hiudk

O Disabled

Options:

(O Not Configured Comment:

(®) Enabled

Supported cn:

A Enable Windows NTP Server

E Enable Windows NTP Server

Previous Setting

At least Windows Server 2003 operating systems or Windows XP Professional

Help:

This policy setting allows you to specify whether the Windows
NTP Server is enabled,

If you enable this policy setting for the Windows NTP Server,
your computer can service NTP requests from other computers,

If you disable or do not configure this policy setting, your
computer cannot service NTP requests from other computers,

Cancel

Apply
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1212 F% 2

Property

Connection-specific OM...

Description

Physical Address
DHCP Enabled

IPvd Address

IPvd Subnet Mask
|Pvd Default Gateway
IPvd DMNS Server
IPvd WINS Server

MNetBIOS over Topip En..

Yalue

Intel(R) Ethemet Connection (4) 1215-LM
E4-BS-7A-BE-4E-T3
Mo

132.163.0.110
255.255.255.0

Yes

= Run

= Typethe name of a program, folder, document, or Internet
£ rescurce, and Windows will open it for you.

Open: | reged it|

QK Cancel

Browse...

Computer\HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\Config
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B Registry Editor - O *
File__Fdit_View _Favorites _Heln
omputer,\HKEY_LOCAL_MACHINE\SYSTEMACurrentControlSeth Services\W32Time\Config
} VST Type
» volume REG S7
» Ly vpa g REG_DWORD
’ ;;r:ra. itLimit REG_DWORD
> ol -
>- VSTXRAID ie| ClockHoldoverPeriod REG_DWORD
: o 34| EventLogFlags REG_DWORD
3 wwifibus
5 wwififlt 4";'_&] FrequencyCorrectRate REG_DWORD
> | vwifimp 1| HoldPeriod REG_DWORD
< %] LargePhaseOffset REG_DWORD
r " Config I 74| LastClockRate REG_DWORD
7 Parameters io| LastKnownGoodTime REG_QWORD
» SecureTimelimits .?5'_6] LocalClockDispersion REG_DWORD
: Security #e| Max AllowedPhaseOffset REG_DWORD
w | TimeProviders i'!'_c'r] MaxNegPhaseCorrection REG_DWORD
NtpClient 74 MaxPollinterval REG_DWORD
NtpServer 4| MaxPosPhaseCorrection REG_DWORD
i VMICTimeProvider i MinPollinterval REG_DWORD
» Ly Triggerinfo 74| PhaseCorrectRate REG_DWORD
> [ WaaSMedicSvc % PollAdjustFactor REG_DWORD
335“’;%’_‘ 5] SpikeWatchPeriod REG_DWORD
y alletservice %4 TimelumpAuditOffset REG_DWORD
7 L wanarp % Updatelnterval REG_DWORD
> L wanarpv 28] UtilizeSsMimeDat REG_DWORD
N WETP“TS\"C o hzessl limellata _|
LT T PP o e e
£ £ >
Edit DWORD (32-bit) Value ot
Walue name:
| AnnounceFags |
Value data: Base
| | (®) Hexadecimal
() Decimal
Cancel
Comput—
er\HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\TimeProviders\Nt
pServer
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» WaaSMedicSve

B Registry Editor - O *
File Edit View Favorites Hel
Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\ Servicest W32 Time\ TimeProviders\ NtpServer|
T Vol Narme Type
> Ly volume ab] (Default) REG SZ
2 Ly vper #4) AllowNonstandardModeCombinations REG_DWORD
: ;;r:'a'd %4 ChainDisable REG_DWORD
z VSTXRAID i'!'_c'r]ChainEntryﬂmeout REG_DWORD
N wwifibus _?5'_6] ChainLoggingRate REG_DWORD
N wififit | ChainMaxEntries REG_DWORD
> || vwifimp £ ChainMaxHostEntries REG_DWORD
v | | W2Time ab| DlIName REG_EXPAND_SZ
Config w REG_DWORD
; Parameters el Eventlog] REG_DWORD
>: SecureTimelimits .?5'_6] InputProvider REG_DWORD
Security _ﬁ'_-'a] RequireSecureTimeSyncRequests REG_DWORD
v TimeProviders
! NtpClient
H er
> Triggerinfo

WacomPen
>. WalletService
> wanarp
> wanarpvh
>j Warp)ITSve
= H LT T PP o e e - )
Edit WORD (32-bit) Value >
Walue name:
| Enabled |
Value data: Base
| | (®) Hexadecimal
() Decimal
G
DUE B 01 S is AT i 2 T
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. Windows System

Calculator Sourcetree Google Chrome

Command Prom—*
-3 Pin to Start
Control Panel
More

-3 Pin to taskbar
File Explorer

CQO Run as administrator

Run Microsoft Edge 1
m Open file location
Task Manager
| This PC

Windows Administrative Tools

i\ net stop w32time {1EARSS, FHHIA net start w32time JHBIARSS .

BN Administrator: Command Prompt — O %

EINAT R wd2tm /stripchart /computer:127.0.0.1, AKf[EI[E S HEEKRI T, GEE
D
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BN Administrator: Command Prompt

PLC & E U

@8 C\Users\zhaoz\Desktop\NTP Test\NTP Test.apj/CP1381 - Automation Studio V 4.10.2.37 # AS Single Computer License - a

File Edit Wiew Inset Open Project Debug Source Control  Online  Tools

Window Help

d90HR

T == @9 . s BB REOB. -
-._"3Hm-:|-..ﬂ|e.h-..| [System Dresi E_jc-nliﬂe Settings f_;XZOCP1381 [Configuration]* X 3.4 ¥20CP1381.IF2 [Configuration] -
FPUBELA® ; i
Name L || Name Value Unit Description “
= @'g”‘gﬂf L 5 2 xoocriss:
ETH -y @ Configuration ID NTPTest_ CP1381 Unique configuration ID. Required format: S
j PLK - Configuration version 100 Configuration version for conditional install.
e v USB - % Module system on target
-+ USB - & Simulation
w X1 - %7 Memory configuration
w X2 - % System
% gx - B Rebool
) E;”E CAN = j] Cgmlenlcatlon
L - j Timing
% Resources
" File devices |
=y Time synchronization
iy @ Time zone (GMT +08:00) Beijing....
@ Adjust clock for daylight saving off
5 NTP
#5 Activate NTP server off
25 Activate NTP client on
=y 25 Serverinfo
@ NTP Server1 192.168.0.110 IP address or host name
@ NTP Server2 IP address or hostname
@ NTPServer3 IP address or hostname
@ NTP Server4 IP address or hostname
< b %% Internet file svstem w7
BylLo .| @ Physica... %C-Jnfig... < >
AMNSL: tepip/COMT=2500 /DAIP=192,168.0.10 /REPCO=11159 /ANSL=1 /PT=11169 X20CP1381 D4.83 RUN

Sorts the "hw" elements ascending by their name

(182120071) 30T=30 asmmpay — woqeel 52 o
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1.2.3 < Windows B5 3

1.2.3.1 E¥EXAFR

0 Windows Defender Firewall

Control Panel Home

Allow an app or feature
through Windows Defender
Firewall

G Change notification settings

) Tum Windows Defender
Firewall on or off

'U Restore defaults
G Advanced settings

Troubleshoot my network

See also
Security and Maintenance

Netwerk and Sharing Center

« =2 v 4 0 » Control Panel » System and Security » Windows Defender Firewall w ]

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC
through the Internet or a network.

o For your security, some settings are managed by your system administrator.

. v Domain networks Connected

Networks at a workplace that are attached to a domain

Windows Defender Firewall state: On

Inceming connections: Block all connections to apps that are not on the list
of allowed apps

Active domain networks: L;H br-automation.co.at

Notification state: MNotify me when Windows Defender Firewall blocks a
new app

. o Private networks Not connected ()

. Q Guest or public networks Connected ()

Networks in public places such as airports or coffee shops

Windows Defender Firewall state: On

Inceming connections: Block all connections to apps that are not on the list
of allowed apps

Active public networks: = Unidentified network
Notification state: MNotify me when Windows Defender Firewall blocks a
new app
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ﬂ Customize Settings

“

v ﬂ <« Systern and Security » Windows Defender Firewall » Customize Settings v V] Search Control Panel

Customize settings for each type of network

You can modify the firewall settings for each type of network that you use.

o For your security, some settings are managed by your system administrator.
Domain network settings
Q (O) Turn on Windows Defender Firewall

Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app

w (® Turn off Windows Defender Firewall (not recommended)

Private network settings
o Turn on Windows Defender Firewall
[ Block all incoming connections, including those in the list of allowed apps
Notify me when Windows Defender Firewall blocks a new app
w Turn off Windows Defender Firewall (not recommended)
Public network settings
Turn on Windows Defender Firewall
[ Block all incoming connections, including those in the list of allowed apps

Naotify me when Windows Defender Firewall blocks a new app

Turn off Windows Defender Firewall (not recommended)

OK Cancel

ALERNF BN % T e, ARRMN K, ATUS% ik,
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1.2.3.2 B3I £ 0O

Y e ye————

Control Panel Home.

- 0 X
Alow an spp o festure through the Intef
through Windows Defender sl e Adioo . Vew: ' iidp
Frewall Oforyoused® | 2| 5| B0
:wammw & Vindow OeencrFrens wil
Tur Windows Defenter Inbound Rules
Fewall on o1 o Updeteyol = oo
Windows b3
recommen . K Montoring © Acroniz Drive
What are tf @ Acronis Managed Machine Service Mini o
© Acronis Media Builder Allow || 7 Fiterby State »
@ Acronis Mobile Backup Server Allow T Filter by Group. »
. ) oo © Acronis Moble Backup Status Serves Alow Viow >
. Acronis Sync Agent Service Allow
l @ Pivd © Acronis System Report Mow || @ Refeesh
T Acronis Toue mage 2020 Alow || (3 Expontlist..
O ain Allow Help
Windows Defen) O Aliow ROP Allow
Alow
Incoming conng Allow
Allow
Active priste nf ot
Notification staf A
Allow
Block
Ho. Hlow
Block
Networks i pul Alow.
Block
Windows Defen] Alow
Block
Incoming conng
! Block
Actwe publc od Allow
Allow
Notification staf Allow
Allow
Alow
Allow
Alow v
< > >
Securty and Maintenance
Netwerk and Shering Center
‘ MNew Inbound Rule Wizard
Rule Type
Select the type of firewall nule to create.
Steps:
@ Rule Type What type of rule would you like to create?
@ Protocol and Ports
@ Action O Program
@ Profile Rule that controls connections for a program.
@ Name @® Port
Rule that controle connections for a TCP or LUDF port.
edefined:
@Firewall AP1.dIl -80200 ~

Rule that controls connections for a Windows experience

O Custom
Custom rule.
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ﬂ Mew Inbound Rule Wizard

Protocol and Ports
Specify the protocals and ports to which this rule applies

Steps:

@ Rue Type Does this rule apply to TCP or UDP?
@ Protocol and Ports @® 1CP

@ Action upp

@ Frofile

@ Name

Qoesthiz pile apohvio Sll local ports or specific local porte?

(_) Specific local ports:

Example: 80, 443, 5000-5010

< Back Cancel
ﬂ MNew Inbound Rule Wizard
Action
Specify the action to be taken when a connection matches the conditions specified in the ule.
Steps:
@ Rule Type What action should be taken when a connection matches the specified conditions?
@ Protocol and Ports
: @ Allow the connection
L S This includes connections that are protected with [Psec as well as those are not.
@ Profile
N () Allow the connection if it is secure
@ Hame This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.
() Block the connection
< Back Next = Cancel
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ﬂ Mew Inbound Rule Wizard

Profile

Steps:

Rule Type
Protocol and Ports
Action

Profile

&« & & & &

Name

Specify the profiles for which this rule applies.

When does this rule apply?

Domain
Applies when a computer is connected to its corporate domain.

Private

Applies when a computer is connected to a private network location, such as a home
orwork place

Public
Applies when a computer is connected to a public network location.

< Back Next = Cancel

0 Mew Inbound Rule Wizard

Name

Steps:
@ Rule Type

@ Protocol and Ports
@ Action

@ Profile

-

Name

Specify the name and description of this rle.

Name:
all-TCP

Description (optional):

< Back Cancel

[7] ¥ UDP - ALL
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ﬂ Mew Inbound Rule Wizard x

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type Does this rule apply to TCP or UDP?
& Protocol and Ports: O 1ICP

@ Action ® UDP

@ Profile

@ Name

Does this rule apply to all local ports or specific local ports?

(® All local ports
() Specific local ports:
Example: 80, 443, 5000-5010

<Back |[ MNed> || Cancel

st R ) 2

A6 B B
F&75 TCP/UDP Y3 Fo ¥ 4= i 111 /A5 2% HY / N3l

WP Windows Defender Firewall with Advanced Secusity
Ble oction Yew Help

e nm = @
& Windons Defender Firewsl wi

" Piofile  Ensbled  Acton  Ovemide  Progiam  LocalAd. RemeleAd.. Protocol  LocelPott  RemolePot  Authoned Usew  Authoric. Authorized Locel Pri. LocalUser Ownes  Pobcyppld  Applicaion Package

» B Monitsiing

& MewRule..
T Fiterby br
T Fierby Sta
T Filterby Gr..

View

o Refresh
S Expontin
B Hee

# Disble ke
§
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WP Windews Defender Firewall with Advanced Secuity
Ble acion Yew Hep
< nm i B

Fremal

rofde  Ensbled  Action  Ovemide Progam  Locol Address  Remotedddr.. Protocol  LocalPort  RemotePort  Authoriced Co.. Authorized L. LocelUserOwmer  Policydppld  Applicatin..

ER: U AR AFEiahil/ e DT Bod i, bR b NTP R34 123 % H,
BON UDP. #%7R JA AN .

1.2.4 ARG R
B windows FRGEI[A]

" Date and Time Settings

Set the date and time:

Date:

1 2023578 4
——=MlmA~H
2627282930 1 2
34567 89
10 11 12 13§43 15 16
17 18 19 20 21 22 23
24 25 26 27 28 29 30
31123 4568

Change calendar settin

Lok Gencel

@it on

line info B3 SDM AJ LA 3 PLC FOIS [BIFE 56 B 4545 )5 2 H 8 [F]28 T windows I
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% Online Info

System Memory Parttions CF/HD ~ Date/Time
Local Date/Time

3 4 5 6 7 8

: v o1 12 13 15

GetPCDatelMime | | 7 13 19 20 21 2 |

M 05 % 2 B B

3 1 2 3 4 5
[ Today: 2023/7/14

“ 2023578
B-B—_B=ROBEh B~k
d . | 26 27 228 29 30 1 ‘

Target Date/Time

Date:  2023F7H14H

Time: 15:00:31

0K

2 PLC 4E NTP IR0

TEAS PLC A NTP AR 4528 BIRRT, & 5w th [F A4 H — & DUINSE PLC, X HEw] DLk 4

K92 ] PC HJ#RATE 22 Ges2 Mk IR 2EAT

2.1 A FRH

2.1.1 NTP &F %

PLC 5 : X20CP1586
AS FiA: AS V4. 10.2.37
Runtime fx4~: B4.91

IP Hbdik: 102.168.0. 11

2.1.2 NTP BRS5 8%

PLC A'5: X20CP1381
AS RRAS: AS V4. 10. 2. 37
Runtime i 4~: B4. 82

IP Hiht: 102.168.0. 10
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2.2 WAAA

22.1NTP BEFIREE

Name Value Unit Description &
= %l X20CP1586
iy @ Configuration ID client_Configl Unique configuration ID. Required format Spaces atthe beginning or end of the strit
@ Configuration version 1.00 Configuration version for conditional install. Required format X.Y.Z where X, ¥, Z are
% Module system on target
#5' Simulation
%7 Memory configuration
#' System
% Reboot
' Communication
% Timing
#' Resources
75 File devices
25 Time synchronization
; 1 @ Time zone (GMT +08:00) Beijing, Chonggqing, Ho...

@ Adjustclock for daylight saving  off
Eb-y 5 NTP

& Activate NTP server off
By 7 Activate NTP client on
B2 Server info

by @ NTP Server1 192.168.0.10 IP address or host name
@ NTP Server2 IP address or host name
- @ NTP Server3 IP address or host name

@ NTP Server4 IP address or host name
- =" Internetfile system | |
- 2 Ethemet parameters
- 4" DNS parameters
- 2 Online parameters
- 24 FTP Server
- 2 TFTP Server
.. @3 Additinnally ennnartad hardware

B [ e |
L Ly 3 S T

222 NTP R RBREE

Name Value Unit Description &
= % X20CP1381

-y @ Configuration ID NTPTest_CP1381 Unique configuration ID. Required format Spaces atthe beginning or end of the strir
Configuration version 1.00 Configuration version for conditional install. Required format X.Y.Z where X. Y. Z are
Maodule system on target

Simulation

Memory configuration

System

Reboot
Communication
Timing

Resources

File devices

.05 lime synchronization
@ Time zone (GMT +08:00) Beijing. Chongging, Ho...
- @ Adjustelock for daylight saving  off
-5 NTP

=, g5 Activate NTP server Jon
i % @ Stawmoflocalclock 14
B 2 Activate NTP client oft
Internet file system

Ethernet parameters

DNS parameters

QOnline parameters

FTP Server

TFTP Server

Additionally supported hardware

Web Server

System diagnostics

DTM Server

NP A Suatam

L oy Ly L 0 oy L Ly ©

b e P e bl L i}
-G - G- - - -

local clock is used as fallback reference clock, ifthe configured NTP servers are ur

3 L Uy Ly g oy oy oy iy L

20/21



2.2.3 AR R
S & PLC LUK FRAER] — 4%, ABE/E N NTP fRS5 23 11) PLC fIRS (], Z5FF— B
B J5, % PLC RS A] H 2 S5 R4S %% [F 25, B LAFE Online info HH 75 4 il B 18]

% Online Info x

System Memory Parttions CF/HD  Date/Time
Local Date/Time Target Date/Time

4 20235E7H
A—-RA-EA=EN Bh B~ E
d Y 26 27 22 29 30 1

3 4 5 ] T 8
: 12 13 14 15
Get PC Date/Time 1w 19 ;o 2 22

24025 26 271 2 2 [ Getfom
3112345#

[ Today: 2023/7/17 Date:  2023F7H3H

153737 . | Time: 63720

OK

SEFEALTR

2 I NTP (9775002, 1T BB THIRSS #84E 9 NTP [#) Server, DUINSE PLC 1EH
Client [Al#5 1T Bf[H], [AIRTiZ% PLC /E N NTP f) Server 45 H137 % A RS W A 4R (5T 1H); JF
HIX& PLCAEA IF2 5 IT Rs5@sidk, M 1F3 1F DRI S I &% 2.

X PR 5, R A ZMEHPE PLCINK, JHFMELT:

NTP
Client+Server

NTP Client

-‘-

2, XA & PLC # R TR [R5 31 v e i 1] o
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