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IEC 61850 RItTANSIME L BILBEMRMRY, ST T EBRIERNEEEFIREZERBETH
MBEXMNRRER, BNRULEAE REIFE—MnELIISENEE, £IZFHAE, IEC61850 KL
HAMM., SoHEMTB2 e Ll TRt AR ATERNBETE ENNATEEENES
U E%*ﬁ"&éi?’z‘ﬁﬁ, BRIEREMRFIZATAEE N REEBMZIREIROnE. BESHEXARIEER IEC
61850 BIFRAES 48,

MIMEBF %7 BN IEC 61850 B, BRIZEEREIETEF.
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Object Name

= & <CPU>

@ Cyclic #1 - [10 ms]
@ Cyclic #2 - [20 ms]
& Cyclic #3 - [50 ms]
E é,!_’_px_cllc #4 - [2 ms]

i~ @ IEC61850_|

& Cydlic # - [200 ms]
E £’ Cyclic #6 - [5[)[) ms]

Version Transfer... Size (bytes) Date

1.00.0

3124 2023/10/27 9:37:39

Source Source File Description

Config_1586\X20CP1586\...

r @ IEC loggin
& Cyclic #7 = 1000 ms]

- @ Cyclic #8 - [10 ms]

. Data Objects

- @ Nc Data Objects

-. # Visualization

& ¢ Binary Objects

i-pd FWRules

i-adl udbdef

Lad TCData

& & Library Objects

@ Source Objects

7> reACTION Technolog...

UserROM 4428 2023/10/27 9. 9

1.00.0
0.01.0
1.00.0

UserROM
UserROM
System...

466 2023/10/27 9:37.41
70264 2014/4/10 10:00:00
3791872 2023/10/27 9:37:46

IEC Config_ 1586\)(20

Config_1586\X20CP1586\...
Config_1586\X20CP1586\...
Config_1586\X20CP1586\...

& &F [Configuration Objects |

oa{LRIE X S&igBHCIDXX £ N

TEIAIANR demo FZF BB BBIIIAEIE X B9 X BELIRE

1) ERFHDHRCEDH X BEHIRE,

TE, BFNRIEEBIIDRIENXT CID XHHFRAER

EIJZEO

» SABMAERNEYERN M E S

ENTEURIEFERNUAMEO

I IEC61850_IED1::Main.st [Structured Text]

% o 3 S EF

x } |2 x20cP1586 [software]

HELXENFBARERE, WNTE, HLHTHENNE

W _INIT
P
£IPROGREM
¥| | 7TUUCYELE StArT Time := clock ms();
- - - 42
CIDSZ{HFFIERIZ
M WHILE Step = SERVER INIT DO /
vl ;;;mmm¢_r nfigFile ADR(Path C_I_]:_\)__.
M E .IECDatalype.ethinterface RDR (EXhInt) 4
vl IECDataType.execRes = RDR(Exec_Res);
| .- . » Ml
IEC_61850.p data := BRDR(IECDataType) ; 3 El%éﬂ'z‘
v IEC 61850.enable 1= TRUE; M
7 IEC_61650.init 1= TRUE;
b IEC_616850();
ME] IF IEC_61850.initDone THEN
v IEC 61850.init := FALSE;
v Step := SERVER IDLE;
L END_IF;
ME IF IEC_61850.error THEN
¥ IEC 61850.init := FALSE;
v Step := SERVER ERROR;
END_IF;
Ml END WHILE
v Tnit_Time := clock ms() - Cycle Start Time;
vl Max_Cycle Time;
7| | END_PROGREM
R
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Hrh Path_CID HJ{&7 “Data:lED1.cid”, Data &RRERF, IED1.cid FRAERAY IED 1&#&HBY CID X
% (MXGZLEMERMIRA CID XHR—) , MEFZEIUESEF MBNEFRET CPUR
EBMEmH#HITIZE, 51 3) CID XHBRERE WAR) , Bl CID XHERERERESXWIREER

o
Ethint BY{EANE XA@ITED, —REAUKRO R “IF2%

895 75)

(ZRMAE TEENZENIRERER

OooOoooOoooOOoooogoooooooooooooon
oooOooooooOoOOooOgoooooooooooooon

2) BIFEOENXH IPIRE

7£ Phyical view {1,

gooooooogoooogoooooooooooooono
HEREMNREREERECEERISDERRERRREERGCRESERE R

Physical View v o X
LPEALELA®E
Name L Position Vers... Description
= 4 X20CP1586 1.10... X20 CPU ATOM, 1.6GHz, P!
-~ 58 Serial IF1 Communication Port
~ % PLK R O Mapping B INK
P USB i_._Configuration _ _; Serial Bus
- +% USB Add Hardware Module. Serial Bus
B X2X Replace Hardware Module... Link .
% X20DI937 VC Key Mapping al 12xl, 24V, Sink, °
% X20DO6.. .30 VDC/ 250 VA
N Cut
Copy
Paste
Delete
Rename
Columns
Expand/Collapse
Node Number
Enable
Disable
Properties...

<

- 1
B Logical View | @ Configuration View EO Physical View ||

I

©¢ |Path_CID |STRING[20] | |'Data:IED1.cid’
Path_Fioat32 TRING[&0T

#¢ Path_Bool STRING[80]

L@, Merdat USINT.

#¢ Ethint STRING[80] 'IF2'

#¢ Cycle_Time TIME

#$ Max_Cycle_Time TIME T#0ms

% Init_Time TIME

¢ Cmd_ID UDINT 1

*% Exec_Res USINT

¢ Ref Time TIME T#is

#¢ Cyc RW BOOL

Yo INT

% Mode_Sel INT

XER/TAIAN ETH O#TECE, AJLUARIESLIRIBIES IP i,

[l |EC61850_IED1::Vari: var [Variable D X v
¢ &

Name Type & Reference @ Constant & Retain @ Replicable  Value

¢ IEC_61850 lec61850S... O O O

#¢ IECDataType lec61850D...

% Step SERVER_... SERVER_INIT
% ReqTuple64 RequestT...

%% Ref_Ton TON

¢ AtrRW64 AttrRWType

¢ ReqTuple2000 RequestT...

¢ AttrRW2000 AttrRWTy...

#% Step_Next INT

#$ Write_Float32_Var REAL 0.0

¢ Read_Float32_Var REAL

¢ Read Float32 List REAL[0.4...

¢ Write_Bool_Var BOOL TRUE

4% Read_Bool_Var BOOL

#¢ Read Bool List BOOL[0..1...

34 Cycle.Start_Time TIME
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2] %20CP1586 [Software] | % X20CP1586.1F2 [Configuration] X
ePLT0Q

‘ Name Value Unit
= IF2
- Activate interface on
. Redundant parameter Single CPU Project
£y Single CPU parameters
-~ @ Host name br-automation
% Baud rate auto
£y Mode enter IP address manually
w1 @ |P address 10.1.3.10
-y @ Subnet Mask 255.255.255.0

& INA parametérs
@ Activate online communic... on
- @ Port number 11159
& % Redundant INA configurat... Single CPU
& ANSL parameters
@ Activate online communic... on

Description

For global Ethernet and DNS settings (e.g. Host name, DNS server address) select CPU anc

- % [VNC Servers |

& SNMP parameters

Ly 8 Activate SNMP activated
%" openSAFETY-over-UDP Tun...

& ZF Activate openSAFETY-ov... off

% Modbus parameters

7 Activate Modbus commu... off

%" Bonding

& ZF Activate bonding off

3) CID XHBENSE

ETREENE—T CID XHPAEXHERIKE, UTE, XMREFENTEFIDHCEOH

Path_CID FEEEE XNEFEH—E,

=] X20CP1586 [Software] \’;JXZDCP'IEBS [Configuration] X

-
P liioD
Name Value Unit Description )
= 8 X20CP1586
: 9 Configuration ID IED1_230523 Unique configuration ID. Required format: Spaces at the beginning or end of the string
@ Configuration version 1.0.0 Configuration version for conditional install. Required format: X.Y.Z where X, Y, Z are in
4y Module system on target
i &' Simulation
5% Memory configuration
- & System
7 7 Reboot
- @ Communication
5 & Timing
i, Resources
3% File devices
&% File device 1
1 @ Name Data
Ly @ Path FA
B e evive 2
iy Time synchronization
& & Internet file system
5 %5 Ethernet parameters
i % DNS parameters
- & Online parameters
7% FTP Server
- Activate FTP Server on
%' Protocol FTP use secure communication protocol
=5 Users
By User 1
Y1 k@ Username 10 2l
i~y 0 Password wG23G/NVWUWolld2yaJkG... 111N -
-y 8 Access rights readfwrite user access-rights L
i ;& & Shared Device System Mass Storage select device -
| @ Shared Partition USER select partition
@ Shared Root-Path optional: restrict access to this subdirectory
b - y

4) CID XN

LESBESHNERENEGE, IURFNE THNERF, AREiEksE. ZHSEE60E, &

2ihaEH2R0 FTP server, PAERHENE CID XAHENBMBNHNERER,

S0TE, M Filezilla TE&ERE EEHI2R, IAERZAY CID XHFENFIRERT, FRENAREM
CID MX % EM LEIZEMURK Path_CID BYE—H ! # M CID XHERESEEHIBF REEN

By !
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[ 10@10.1.3.10 - FileZilla
File Edit View Transfer Server Bookmarks Help

N OO kv TAM

-

i

Host: | 10.1.3.10 Username: | 10 Password: | eessss

Port: | Quickconnect |'

Status: Server does not support non-ASCIl characters.
Status: Logged in

Status: Retrieving directory listing...

Status: Directory listing of "/ successful

Local site: | iz} 1+ | Remote site: |/
£ ~ /
= lizh. v ? System Volume Informatian
< >
Filename Filename
IED1cid |
......... -
1850_IED1 System Volume Information
IEC61850_IED2
| IEDY.cid
| IED2.cid
I8 ot
< > |«

LB RERT LATE FE AN _EFTFF IEC61850 RIS EsfNiZHIss it TR ARMIA Y. TEI IEDScout i

1TIRBR,

Bt IEDScout {A B34, @1 TE, s Discover IED Elfro.

Scout licensed to

Simulator  Sniffer

IEDScout 4.20

Q((Q

Open SCL A DiscoverIED‘ Simulate IED‘

Recently opened SCL files

Q

Sniffer A Conﬁgurat\‘on‘

Recently discovered IEDs
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TESEIRY IP address X AZEHIZRRY IP tthisit, FARSANEIRIFHEARILUE IP st (RIFTEM LEEE
A, &fEmidE TAM Discover IEH#H1T IED & &INEK,.

Simulator Sniffer

& Discover [ED

Connection parameters

Previous connections

IEDScout 4.20

1P address: 1 10 .

i/ IP address

%TQ

Open SCL A DiscoverlEDA

Recently opened SCL files

Cancel

—MRIRAE CID XHF/ERCBAVER R4 IEC 61850 FEIEMMNAAYIE, Itk IED A IEEXEIHETR

WTE, AEAUUINERENMIFEEZENT S,

& [EDScout licensed to

Simulator  Sniffer

..'0 ... ./ ./ @0 ¥| Navigation ¥ Details
1 | Monitor Descriptions
Open Save Discover Close | Online Read Read Write Clear Add . .
sl st D 1D il szl indications Dataset Tl Defaut layout fil Browse layout
Application WSS ERAATETY Senvices Show
FGIO0 Activity Monitor
RELGGIO0 Generic process [0 'Q | El NewlEDL @
A
B« NewlEDL Name Value
» 5 Beh 0 e

IP address: 10.1.3.10

» GOOSE
» Reports

Setting Groups 1072772023 7:32:6&004 M

false

3153
» DataSets
4 Data Model

4 LD LDO (3oa [ [ST]  10/27/2023 7:32:08.004 PM
LN LINO + B Output3 ke
LN LPHD1
» B9 Outputd false
LN LGOS1
» [ Outputs

LN LGOS2
LN DINGGIOO

false

» B3|t et 2 i A LNES

NS

LN RELGGIC0 » 3 ot e
LN LEDGGIOD » B9 Cutputs false
LN TELGGIOO » [ Outputd false
LN ANAMMXUO » [ Output10 false
LN SWTCSWIO » B Outputil false
LN SWTXCBRO » B output12 false
LN GOSGGIO0 » 59 Outputl3 false

» [ Output14 false

B0 ..LGGI00.Outputstal <@

=\ |80

¥| |Polling: |15 v 100% |- +

N5 IEDScout =i “discover” &5, #MHM TFTENIRIE, X MMNiZE CID XEAREFEEHERE
NEEFA—EBRRELEENS, BEEEE—TEFH Path_CID &EMIEHI2SHI FTP server B

H CID XHFREFE. BF B EWF,.

Copyright © B&R - Automatic generated PDF, Subject to change without notice
CN_IEC 61850_IEC 61850 BrEtAtifsE FAST4Y

2024-January-26
8/14



OMICRON IEDScout

IEDScout could not discover IED '10, 1.3, 10",
LIBO403: The device can be reached but refuses the connection on the
provided MMS port, Check if the IP address and port settings are correct.

HILREAY, AIUEMIE—T AS 12F, TELITEEE IEC 61850 Y status 18, HERAY status
AREMENS XAIUEE IEC 61850 FERIEEES LiblIEC61850.chm BIA A,

\;EE_]X20CP1586 [Software] | @ IEC61850_IED1:Main.st [Structured Text] [ iIECS1850,I::.pvm [Watch] X \

¢ A e w[o]%e HOD

FIEHBEIILEEE Logbook EEMIER, tNTE,

Name | Type | Scopel Forcel Value
¢ |ECDataType lec61850DataType loc
=¢ |EC_61850 lec61850Server loc
r# enable BOOL
F#  init BOOL
r¢ idle BOOL
r# cmd BOOL
r# close BOOL
¥ update BOOL
r# errorReset BOOL
- data UDINT
I T VT Nl I
e Do L oo ikt iy iyt
r# cmdDone BOOL
r# closeDone BOOL
r# updateDone BOOL
-¢ error BOOL
&  Step SERVER_CMD loc SERVER_READ_ARR_BOOL
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[ x20cP1586 [Software] | IEC61850_1:pvm [Watch] [ | Logger x] -
i
2% @ 51 Errors | [ 12 Warnings | [@ 19 Informations | [ 2 || & | search.. 2|
Object Name Vi... Continuous | ¥ since [ast restart *F Only root | % Add new filter - |
G lo_gl,[[‘%_l Severity Time ~ ID Area Entered by Ori... Desc”®
U‘;::"m o o 1 @ Error 2023-10-31 13:48:23,764000 -536215552 Customer IEC61850Lib
: 2 © Error 2023-10-31 13:48:22,264000 -536215552 Customer IEC61850Lib
) Fieldbus O O
Safe o o 3 @ Error 2023-10-31 13:48:20,764000 -536215552 Customer IEC61850Lib
B ty
O Conne.. O o 4 © Error 2023-10-27 15:36:49,346000 -536215552 Customer IECE1850Lib
@ TextS.. O = 5 @ Error 2023-10-27 15:36:47,846000  -536215552  Customer IEC61850Lib
B K"" S E E 6 © Error 2023-10-27 15:36:46,346000 -536215552  Customer IEC61850Lib
B Fﬁ:fi;i[ O o 7 @ Error 2023-10-27 15:36:44,846000 -536215552  Customer IEC61850Lib
I Metion O o 8 © Error 2023-10-27 15:36:43,346000  -536215552  Customer IEC61850Lib
Versio.., O o 9 @ Error 2023-10-27 15:36:41,846000 -536215552  Customer IEC61850Lib
|2, Versio
! L@ ieceviog ! 110 © Eror 2023-10-27 15:36:40,346000 -536215552  Customer IECE1850Lib e
i i
< >
Details X
Name Value ~
Severity Error
Date 2023/10/31
Time 13:48:23,764000
D 536215552
Area Customer
Facility 10
Entered by IEC61850Lib
Loabook (el .
[E P - P )

B X IEC 61850 FERIINAEIRAVIRER, 1EE{KER LiblIEC61850.chm .

TEANH SR8 — LR M AR TT o

A X CID XfF#gztir

3F CID X4, MNBREEEENERIE, FEiVERI Notepad++ ZEZIHAENRIBE B N EHRITH
MYREE, MNRBEDIN TEER Notepad++ ¥ JFF CID XHR A RE—TETHER, XM MNEE
CID XN B#EEZNT -
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] 8 la= [
| configcid £

+ H 4 F H o o X &

<?xml version="1.0" encoding="UTF-8"

?7><SCL xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:sxy="http://www.iec.ch/¢

length: 25,134 lines: 1

INRFENENX CID XHR—ERAHITHRIT, X
FEE TR, EiIUfEBN Notepad++ E’J?ﬁ#F?EEEbT:ﬁElX

Ln:1 Col:1 Pos:1

PAXEED, BHHHE,

BIVBIAIR T,

Windows (CRLF)  ANSI INS

FENXHE

AT BN, BROTERTRE, 17 EHEE E0ik XML Tools fEHHIT FHZE.

& zonfig.cid - Notepad++ - X
P WIRE) @RS MEV) BB\ EE0 R]REM TRO) BEM EGTER EEE) o“" ? X
JOHUR R 4 Wk >l ® % BE|= TEE  MMETos B
'l config.ci dm‘ Converter >
<2aml version="1.0" encoding="UTF-8"7><SCL sminsixsi='ht _ NPPEPOT ” Echema-instance" smins:sxy="http://www.iec,ch/61850/2003 inates" version="2007" revision='B" rel
FTFHESTEE..

Y RELR,
i “Pretty print (XML only - with line breaks) s

E: =5
& -z ~
[ Task List 21
[ ToolBucket 110662241516
[ TopMost 14
[ Tortoise SVN 301
[ Visual Studio Line Copy 1001
[ WakaTime 41
[ XBrackets Lite 13
[LIXMLTools 3033 !o
[ Zoom Disabler 12 ~
R

BXRMEE Plugin EEMAIUBRIFHEZEERN XML Tools 4T, 74

?E.T"'ﬁq;k,m
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File Edit Search View Encoding Language Settings Tools Macro, i
SHE G 4« Wik Dl J\Ein HIML Tag

>

>

Beowges 8] ::AIMETools ’
1 K2xml version="1.0" encoding="UTF-8"?><SCL xml SITELE

NppExport >

>

Open Plugins Fold

REEMELEAE TEMNER

file Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ?

CoicE-1E]

version="2007" revision="B" 1

972001 mins:swy

|| Enable XML syntax auto-check
Check XML syntax now

Enable auto-validation
Validate now

¥ Tag auto-close
Set XML type automatically
Prevent XXE
Allow huge files

breaks)

Pretty print (Text indent)
Pretty print (attributes)
Linearize XML

Apply to all open files
Current XML Path
Current XML Path with predicates

Evaluate XPath expression...

XSL Transformation...

Escape characters in selection (<> — &It&gt)
Unescape characters in selection (&It&gt; — <>)
Comment selection
Uncomment selection
Options...

About XML Tools / Donat

p: //www.iec.ch/61850,

Ctrl+Alt+Shift+M

Ctrl+Alt+Shift+B

Ctrl+Alt+Shift+A
Ctrl+Alt+Shift+L

Ctri+Alt+Shift+P

Ctrl+AltsShift+C.
Ctrl+Alt+Shift+R

AERAIURTE, XA ERSEHHREX T CID X7,

T G RN N LRPRICLELLE
1.0" encoding="UTF-8"2> ~

2 ‘http: //wiw.w3.0rg/2001/xMLSchena-instance" xmins:sxy="http://www.iec.ch/61850/2003/SCLeoordinates" version="2007" revision="B" release="4" xmins:xsd="http://www.w3.(

3 New_Substatio ion="1" revisio: t00lID="ASE61850 SCL Manager V5.2.0" nameStructure="IEDName">

o = <History>

5 <Hitem version= " when="2/16/2021 7:24:21 EM" who="SCL Manager" what="Modifications" why= />

6 </History>

7 </Header>

8 |EH <Communication>

N =] >

10 |5 C i ED2" ap! ">

1 |8 <address>

12 <P type="OSI-AP-Title">1,1,9999,1</P>

13 <P type="OSI-AE-Qualifier">12</P>

14 <P type="OSI-PSEL">00000001</P>

15 <P type="OSI-SSEL">0001</P>

16 <P type="OSI-TSEL">0001</P>

17 <P type="MMS-Port">102</P>

18 <P type="IP">10.1.1.2</P>

19 <P type="IP-SUBNET">255.0.0.0</P>

20 <P type="IP-GATEWAY">10.1.1.1</P>

21 <P type= 1 7</B>

o3 </nddress>

23 <GSE ldInst=! = loutput12" = g the state of digital inputs via GOOSE">

24 <nddress>

25 <P type="MAC-Address">01-0C-CD-01-00-03</P>

26 <P type="APPID">3003</P>

27 <P type="VLAN-PRIORITY">4</P>

28 <P type="VLAN-ID">001</P>

29 |+ </Bddress>

30 <MinTime>1000</MinTime>

31 <MaxTime>4000</MaxTime>

2 |+ </GSE>

33 <GSE 1dI loutput34” ing the state of Relay outputs via GOOSE">

34 <address>

35 <P type="MAC-Address">01-0C-CD-01-00-04</P>

36 <P type="APPID">3004</P>

37 <P type="VLAN-PRIORITY">4</P>

38 <P type="VLAN-ID">001</P>

39 |+ </hddress>

40 <MinTime>1000</MinTime>

41 <MaxTime>8000</MaxTime>

2 |t </GSE>

43 Q <SMV 1dInst="LDO" cbName="svRelVoltage"> °

PV = nddraces

< >
eXtensible Markup Language file length: 24426 lines: 512 Ln:1 Col:1 Pos:1 Windows (CRLF) ~ ANSI INS

XML 4 MR B,

7 ¥ |IEDScout 7 VMware 5E{TH A

I FEFMERT IEDScout iB1TTE VMware station B91&5%, IEDScout 55 Subscribe goose i &
HWHINTEINEBE O, 827 Network Adapter R FTHAIRZEAM, TEERMBEMHME,
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k3 Configuration

Network Adapter | Application

>

AREEIMTENREEN, 7 WinPCAP 2EEBRZE,

oRelCutputl?

% Configuration block has mt

MNetwork Adapter \".L Application

x|
(OMICRONIEDScout

e

W% INFO0004: An error occurred when selecting a network adapter.
[ ) LIBOS1: The WinPCAP library is not available. Verify that WinPCAP
is installed correctly.

i [

e o

WNFXER, BEXTEH WIinPCAP AEH#HITRE
7

, BRESREHE AT Subscribe goose B3
NEEEORE, MeERENANEUEERT, 0T

, EEMFEMABIHIRET .
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s C onfiguration

Network Adapter \ Application

Wi-Fi
Intel(R) Wi-Fi & AX201 160MHz
IP Address: 192.168.0.16

LAM-Verbindung*® 1
Microsoft Wi-Fi Direct Virtual Adapter #2
IP Address: 169.254.184.40

Ethernet
Intel(R) Ethernet Connection (11) [219-LM
IP Address: 10.1.3.200

Bluetooth Metwork Connection
Bluetooth Device (Personal Area Network)
IP Address: 169.254.52.150

Local Area Connection® 1
Microsoft Wi-Fi Direct Virtual Adapter v

IEC 61850 #Bf LibIEC61850.chm
XML Tools #&F XMLTools.7z
WIinPCAP #2F WinPcap_4_1_3.exe
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